
United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 22313-1450 
www.usplo.gov 



I ATTORNEY DOCKET NO. | CONFIRMATION No" 



APPLICATION NO. 



FILING DATE 



nRST NAMED INVENTOR 



09/741,856 



12/22/2000 



Richard P. Modelski 



34845 7590 01/23/2006 

STEUBING MCGUINNESS & MANARAS LLP 
125 NAGOG PARK 
ACTON, MA 01720 



P 270183 NOR-I3175B A 



8575 



EXAMINER 



MOORE JR, MICHAEL J 



ART UNIT 



PAPER NUMBER 



2666 

DATE MAILED: 01/23/2006 



Please find below and/or attached an Office communication conceming this application or proceeding. 



PTO-90C (Rev. 10/03) 



Office Action Summary 



Application No. 

09/741,856 



Examiner 

Michael J. Moore, Jr. 



Applicant(s) 

MODELSKI ET AL. 



Art Unit 

2666 



The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

• Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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• Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)M Responsive to communication{s) filed on 02 November 2005 . 
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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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?)□ Claim(s) is/are objected to. 

8) 0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 
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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty In the English language. 

2. Claims 1-3, 8, 9, 12-16, 21, 22, 25-29, and 34, 35, 38, and 39 are rejected under 
35 U.S.C. 102(e) as being anticipated by Albert et al. (U.S. 6,650,641) ("Albert"). Albert 
teaches all of the limitations of the specified claims with the reasoning that follows. 

Regarding claim 1, "a method for performing a plurality of filter operations on a 
data packet using an instruction" is anticipated by the method shown in Figure 13. 

"Receiving an instruction to filter at least one data packet, the at least one data 
packet comprising a plurality of data fields" is anticipated by a forwarding agent 
receiving fixed affinities (instruction) from a service manager that specify actions to be 
performed on particular packets as spoken of on column 13, lines 19-29. 

"Retrieving a filter result based on the received instruction" is anticipated by step 
1304 of Figure 13 where a forwarding agent finds an affinity that matches (filter result) 
an incoming packet as spoken of on column 29, lines 59-61 . 

Lastly, "performing at least two of a plurality of filter operations on at least one 
data field in the data packet in accordance with the retrieved filter result" is anticipated 
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by the source/destination IP address change, source/destination port change, and 
checksum adjustment actions (filter operations) shown in steps 1310, 1312, 1314, 1316, 
and 1318 of Figure 13 that are performed in response to the affinity/packet matching 
(filter result) step 1304 as spoken of on column 30, lines 1-12. 

Regarding claims 2, 15, and 28, "processing the at least one data packet based 
on a determination of the performed filter operations" is anticipated by the fonA/arding 
(processing) of the packet in step 1320 of Figure 13 in response to the actions 1310, 
1312, 1314, 1316, and 1318. 

Regarding claims 3, 16, and 29, "wherein the instruction comprises a set of data 
bits" is anticipated by fixed affinity 600 shown in Figure 6 composed of key, flag, and 
address fields (data bits). 

Regarding claims 8, 21, and 34, "wherein the processing of the data packet 
comprises classifying the data packet" is anticipated by the forwarding (processing) of 
the packet in step 1320 of Figure 13 in response to the actions 1310, 1312, 1314, 1316, 
and 1318. 

Regarding claims 9, 22, and 35, "wherein the data packet comprises one of 
SONET, ATM, Ethernet, HDLC, PPP, IP, TCP, and UDP data packet" is anticipated by 
IP packet 980 shown in Figure 9E. 

Regarding claims 12, 25, and 38, "wherein the filter operations correspond to the 
data bits of the instruction" is anticipated by step 1304 of Figure 13 where a forwarding 
agent finds an affinity that nnatches (filter result) an incoming packet as spoken of on 
column 29, lines 59-61. 
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Regarding clainns 13, 26, and 39, "wherein the retrieving the filter result based on 
the received instruction comprises a radix search" is anticipated by step 1304 of Figure 
13 where a forwarding agent finds (search) an affinity that matches (filter result) an 
incoming packet as spoken of on column 29, lines 59-61 . 

Regarding claim 14, "an apparatus for performing a plurality of filter operations 
on a data packet using an instruction" is anticipated by the fonvarding agent 250 shown 
in Figure 2B. 

"A memory configured to store a filter result, the filter result being received from 
the memory based on an instruction, the instruction being configured to filter at least 
one data packet, the at least one data packet comprising a plurality of data fields" is 
anticipated by a forwarding agent 250 containing memory 254 (See Figure 2B) that 
receives fixed affinities (instruction) from a sen/ice manager that specify actions to be 
performed on particular packets as spoken of on column 13, lines 19-29, as well as step 
1304 of Figure 13 where a forwarding agent finds an affinity that matches (filter result) 
an incoming packet as spoken of on column 29, lines 59-61 . 

Lastly, "a processor coupled to the memory, the processor configured to perform 
at least two of a plurality of filter operations on at least one data field in the data packet 
in accordance with the filter result" is anticipated by fonA^arding agent 250 containing 
processor 252 coupled to memory 254 (See Figure 2B) that performs source/destination 
IP address change, source/destination port change, and checksum adjustment actions 
(filter operations) shown in steps 1310, 1312, 1314, 1316, and 1318 of Figure 13 in 
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response to the affinity/packet matching (filter result) step 1304 as spoken of on column 
30, lines 1-12. 

Regarding claim 27, "a computer-readable medium encoded with a program for a 
computer" is anticipated by the method shown in Figure 13 performed by a forwarding 
agent 250 of Figure 2B containing memory 254 (computer readable medium). 

"Receiving an instruction to filter at least one data packet, the at least one data 
packet comprising a plurality of data fields" is anticipated by a forwarding agent 
receiving fixed affinities (instruction) from a service manager that specify actions to be 
performed on particular packets as spoken of on column 13, lines 19-29. 

"Retrieving a filter result based on the received instruction" is anticipated by step 
1304 of Figure 13 where a forwarding agent finds an affinity that matches (filter result) 
an incoming packet as spoken of on column 29, lines 59-61 . 

Lastly, "performing at least two of a plurality of filter operations on at least one 
data field in the data packet in accordance with the retrieved filter result" is anticipated 
by the source/destination IP address change, source/destination port change, and 
checksum adjustment actions (filter operations) shown in steps 1310, 1312, 1314, 1316, 
and 1318 of Figure 13 that are performed in response to the affinity/packet matching 
(filter result) step 1304 as spoken of on column 30, lines 1-12. 

Claim Rejections - 35 USC § 103 
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prbr art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4, This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

5. Claims 4-7, 17-20, and 30-33 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Albert et al. (U.S. 6,650,641) ("Albert"). 

Regarding claims 4, 17, and 30, Albert teaches fixed affinity 600 shown in Figure 
6 composed of key, flag, and address fields (data bits). Albert does not explicitly teach 
a 32-bit instruction. However, at the time of the invention, it would have been obvious to 
one skilled in the art to use a fixed affinity 600 of Albert that contains 32 bits in order to 
provide a robust method of matching an affinity with an incoming packet and performing 
corresponding actions on the packet as spoken of on column 30, lines 1-12. 

Regarding claims 5, 18, and 31, Albert teaches source/destination IP address 
change, source/destination port change, and checksum adjustment actions (filter 
operations) shown in steps 1310, 1312, 1314, 1316, and 1318 of Figure 13 that are 
performed in response to the affinity/packet matching (filter result) step 1304 as spoken 
of on column 30, lines 1-12. Albert does not explicitly teach 32 filter operations. 
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However, at the time of the invention, it would have been obvious to one skilled in the 
art to perform more filter operations than shown in Figure 13 of Albert in order to provide 
a more robust packet filtering process. 

Regarding claims 6, 19, and 32, Albert teaches fixed affinity 600 shown in Figure 
6 composed of key, flag, and address fields (data bits). Albert does not explicitly teach 
a 64-bit instruction. However, at the time of the invention, it would have been obvious to 
one skilled in the art to use a fixed affinity 600 of Albert that contains 64 bits in order to 
provide a robust method of matching an affinity with an incoming packet and performing 
corresponding actions on the packet as spoken of on column 30, lines 1-12. 

Regarding claims 7, 20, and 33, Albert teaches source/destination IP address 
change, source/destination port change, and checksum adjustment actions (filter 
operations) shown in steps 1310, 1312, 1314, 1316, and 1318 of Figure 13 that are 
performed in response to the affinity/packet matching (filter result) step 1304 as spoken 
of on column 30, lines 1-12. Albert does not explicitly teach 64 filter operations. 
However, at the time of the invention, it would have been obvious to one skilled in the 
art to perform more filter operations than shown in Figure 13 of Albert in order to provide 
a more robust packet filtering process. 

Response to Arguments 
6. Applicant's arguments filed 1 1/2/2005 have been fully considered but they are 
not persuasive. 

Regarding claims 1, 14, and 27, Applicant argues that Albert et al. (U.S. 
6,650,641 ) does not teach or suggest the performance of "at least two of a plurality of 
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filter operations on at least one data field in the data packet in accordance with the 
retrieved filter result" as the Applicants have claimed. 

However, as provided above, Albert et al. teaches source/destination IP address 
change, source/destination port change, and checksum adjustment actions (filter 
operations) shown in steps 1310, 1312, 1314, 1316, and 1318 of Figure 13 that are 
performed in response to the affinity/packet matching (filter result) step 1304 as spoken 
of on column 30, lines 1-12. The source/destination IP address, source/destination port, 
and checksum values are located in the packet header (data field) as spoken of on 
column 30, lines 1-12. It is therefore held that Albert et al. teaches performing at least 
two filter operations on a data field (packet header) of a data packet in accordance with 
a filter result. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. McRae (U.S. 6,970,462), Ambe et al. (U.S. 6,876,653), and 
Kalkunte et al. (U.S. 2002/0051448) are other references pertinent to this application. 

8. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action Is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
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extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Moore, Jr. whose telephone number is (571) 
272-3168. The examiner can normally be reached on Monday-Friday (8:30am - 
5:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Seema S. Rao can be reached at (571) 272-3174. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Michael J. Moore, Jr. 

Examiner 
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